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Supporting the M&S LL Process: From 

Observation to Implementation

Applying AI to NATO process for Modelling & Simulation

1  Heterogeneous material

AARs, logs, exercise metrics, 

STO Technical Reports. 

Manual analysis becomes 

increasingly difficult as the 

number and complexity of 

exercises grow

2 Defining M&S Taxonomy

Without a controlled Taxonomy 

and Vocabulary, lessons from 

one CAX are difficult to retrieve, 

compare and reuse across 

nations and federations.

3  LI → LL conversion

Observations are documented, 

but completing the Analysis, 

Remedial Action and 

Implementation phases remains 

challenging. As a result, many 

lessons remain at the ‘Lesson 

Identified’ stage

Reference process: NATO Lessons Learned Handbook (JALLC) · context: NMSG-242 activity on M&S Lessons Learned
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Two Complementary Enablers

The paper's thesis

M&S-specific taxonomy (NMSG-242)

8 controlled dimensions

M&S Application Domain · Category of Lesson · DSEEP lifecycle 

phase · Benefit horizon · Simulation type · Simulation architecture · 

Military / non-military domain · MDO effects

Core locked, extensible by exercise modules, terms accredited by a 

Taxonomy Specialist

AI-enabled knowledge management

Local deployment with human approval and evidence-based 

outputs

Local LLM, no external services · hybrid retrieval (vector + wiki + 

graph) · agents constrained by NATO LL phases · every phase 

approved by a human

Behaviour defined in plain-English skill files, editable by SMEs

+

The taxonomy supports consistent classification and comparison across exercises, while AI facilitates its systematic application to larger volumes of exercise material.
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INPUT DOSSIER

Exercise material, AARs, 
logs, metrics, etc.

→

ARIES AGENT TEAM

Local AI Based Solution 
to Support LI/LL process

PHAS E 1

Observation
PHAS E 2

Analysis
PHAS E 3

Remedial Action
PHAS E 4

Implementation
PHAS E 5

LL / Best Practice

Observation Record Causal Analysis Remedial Action Set Implementation Plan LL / Best Practice Statement

• Observation ID

• Title

• Observation

• Discussion

• Conclusion

• Next Step

• Candidate Taxonomy

• Problem Statement

• Contributing Factors

• Causal Analysis

• Root Cause

• Alternative Explanations

• Lesson Identified

• Taxonomy Mapping

• Remedial Action

• Decision Required

• Target Stakeholder

• Priority

• Dependencies

• Alignment with Analysis

• Taxonomy Classification

• Objective

• Tasking Authority

• Action Body

• Action Plan & 

Milestones

• Constraints & 

Risks

• Validation Method

• Self-contained statement

• Transferable wording

• Distilled from approved phases

• No new analysis

• NATO LL registry format

MEMORY TIERS

Procedural (skill files)

Long-term (wiki, graph)

Short-term (Session Memory)

AGENT TEAM —  EXECUTION ORDER

Raw files PDF, 
DOCX, logs

Conversation 
goals, approvals

→ Coordinator →

Memory Compiler Retrieval Agent

Writer Agent Validation Agent

→

Assembler

Output 
DOCX, PDF

CYCLE REPEATED ON EVERY 
PHASE

1 Retrieval of evidence

2 Drafting into the template

3 Validation

4 Human gate

5 Approve, or send back

ROLE OWNERSHIP AND ARIES USERS - Human Approval is Necessary at each Phase

ROLES PHASE 1 PHASE 2 PHASE 3 PHASE 4 PHASE 5

LLSO
Lessons Learned Staff Officer

Coordinates the LL process end to end — runs the LL group and coordination team, tracks all LL tasks, supports the commander, contributes to Joint Analysis Requirements

OA
Originating Authority

Documents observation, analysis and conclusion — endorses the Lesson Identified, recommends Remedial Actions, names 

the Tasking Authority
Not Engaged Uploads to the NLLP

TA
Tasking Authority

Not Engaged
Decides on Remedial Actions, commits resources, appoints Action Bodies — tracks Lessons Identified through to full Lesson 

Learned status

AB
Action Body

Not Engaged Implements the tasked Remedial Action Not Engaged

M&S COMMUNITY ROLES

M&S SME
M&S Subject Matter Expert

Create and maintains the skill files that govern agent behaviour; defines, in plain English, what each phase must produce, the evidence rules and the validation criteria

Taxonomy Specialist Maintains NMSG-242 core taxonomy and accredits the terms added through extension modules

Legenda: Potential ARIES  Users

• Metric Rules

• Validation Design

• M&S Experiment 

Design

• Socio-Technical 

Coverage

• Expected Effect

• Taxonomy 

Coverage
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NMSG-242 Taxonomy in ARIES 

A stable core taxonomy with exercise-specific extensions and an accreditation process

Canonical taxonomy

Defined sections, controlled terms and a 

relationship graph connecting taxonomy nodes, 

wiki articles, lessons and technical reports.

Core is immutable

The NMSG-242 core taxonomy cannot be 

modified at exercise level, ensuring consistent 

classification across nations and exercises.

Controlled extension process

Exercise-specific terms, such as ‘C2SIM Gateway 

Degradation’, are introduced through extension 

modules and reviewed by the Taxonomy Specialist 

before accreditation
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Walkthrough 1: Ingestion and Classification

One exercise metrics file becomes a tagged, linked, auditable source

Auto-assigned taxonomy

Technical & Implementation · Operational Analysis · 

Long term · DSEEP step 5 · Distributed. When the 

available evidence does not support classification, the 

dimension remains ‘Not classified’

Link audit

6 direct and 158 second-level links into the domain 

wiki; 12 tags resolved, 0 unresolved. Accepted 

explicitly by the analyst.
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Walkthrough 2: Inspectable Knowledge Base

Transparent and editable knowledge sources

Seeded from NATO material

STO MSG Technical Reports (WP1 Appendix 1) + NATO LL Handbook + domain articles 

(CM, DIS, HLA, DSEEP, VV&A…). All content is stored in Markdown format and can be 

inspected, edited or removed by authorised users.

Wiki relationship graph

56 Technical Reports · 55 Lessons · 33 Taxonomy nodes · 18 

Domain knowledge articles, linked by tags.
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Walkthrough 3: Observation Drafting

Template fields filled by the Writer Agent, every sentence traceable

NATO Observation template
ID · Title · Observation · Discussion · Conclusion · Next Step · The system proposes a taxonomy classification for analyst review and approval
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Walkthrough 4: Key Performance Indicators

Two KPI families, binary checks, 85% threshold

96%

Document Readiness

(threshold 85%)

100/100

Problem Domain

Statement

7/7

binary checks

PASS

What is measured

Readiness = procedural compliance (fields, evidence, review, feedback). 

PDS = content quality (evidence adequacy, consistency, taxonomy alignment, 

accreditation, novelty). Checks are binary and live in skill files. Override only with audit.
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Walkthrough 5: Human Approval and Traceability

Each phase requires analyst approval, and every action is recorded.

Revision history

draft_created by the Writer → draft_passed by the Validation Agent → 

observation version 70. Each evidence item carries its retrieval channel and 

rank (graph, pinned, wiki).

The gate

Run Phase · Re-check Quality · Approve Phase · Generate Final DOCX. 

Approval stores the phase text, creates a checkpoint and unlocks the next 

phase; send-back reopens the loop with the analyst's feedback.
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Roles and Responsibilities

Human approval is required at each phase

LLSO
Lessons Learned Staff 

Officer
Coordinates the LL process end to end; runs the LL group; tracks all LL tasks

OA Originating Authority
Documents observation, analysis and conclusion; endorses the Lesson Identified; 

names the Tasking Authority

TA Tasking Authority
Decides on Remedial Actions, commits resources, appoints Action Bodies; tracks LI 

through to LL status

AB Action Body Implements the tasked Remedial Action

M&S SME
M&S Subject Matter 

Expert

Creates and maintains the skill files that govern agent behaviour: what each phase must 

produce, evidence rules, validation criteria

Taxonomy Specialist
Maintains the NMSG-242 core taxonomy and accredits terms added through extension 

modules

Blue: NATO LL Handbook roles · Gold: process owner · Orange: M&S community roles introduced by the approach
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Current Limitations and Next Steps

Current scope of validation

Limits now

• Local model size and RAM bound 

inference quality (design choice: no 

external services)

• The phases from Analysis to Lesson 

Learned have been implemented but 

have not yet been tested with operational 

exercise data

Next

• Multi-analyst calibration of KPI thresholds

• Skill-file authoring by JALLC / NMSG 

SMEs

Ask to this audience

• Exercise datasets (AARs, logs, metrics) for 

a pilot

• Reviewers for the Observation → Analysis 

hand-off
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Takeaways

1 A shared M&S taxonomy is the precondition for lessons that travel across exercises and nations.

2
AI can support the Lessons Learned process when it operates on controlled evidence, remains subject to 

human approval and complies with information-handling requirements.

3 ARIES provides a working proof of concept that can support a pilot activity with NMSG-242
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Backup — Technology stack

All components run on a single Windows laptop

Desktop app Electron · React 18 · TypeScript · Vite

Backend FastAPI · Python · Pydantic-validated session state (Global State Object)

Models Ollama, locally hosted generation and embedding models

Knowledge store LanceDB vector index · markdown wiki · NetworkX graph

Retrieval Three channels fused by Reciprocal Rank Fusion

Export Jinja2 templates · Pandoc → DOCX / PDF
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Backup — Sessions and Case Summary

Persistent, resumable sessions; per-phase version baselines
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